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Shifts in the Power Balance between Governments and People Regarding
the Internet and the Impact on International Politics

YAMAMOTO Tatsuya

Abstract The relationship between governments and the public regarding the
Internet has evolved over time. This relationship has a significant impact on the
nature of the Internet and on international and domestic politics.

During the rapid growth of social media, we observed political changes that
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significantly restricted governments’ control of the Internet, as exemplified by the
Arab Spring. However, as the years went by, governments regained control of the
Internet, including social media.

At the same time, there was a growing recognition that Internet surveillance is
essential for cyber security. In order to prevent foreign influence from manipulating
the vote by intervening in elections in democratic countries, it is vital to enhance
cyber security capabilities. While the two values, security and privacy are in
conflict, there is a tendency for people to prioritise keeping security and order.

The focus for the future will be on how governments deal with giant tech
companies. This issue is primarily playing out between the U.S. and China and is
likely to become increasingly intense in the future. The annoyance is that these
offensives take place mainly on platforms provided by private companies, while
black boxes cover the algorithms. This situation could accelerate the “democratic
recession” phenomenon further than it already has.

Key words: social media, Internet surveillance, democratic recession
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